Lab 16 — Security Fundamentals

Objective

You will create an application that will be rested to only logged in users. This application
will have a registration page that will be usedneate a single user account in a local XML file.
A login page will also be created to verify a typediser name and password prior to letting the
user into the site.

Step-by-Step Instructions

1. Start Visual Studio 2005
2. Create a new web sitézile > New > Web Site(Or, File > New Web Site..)
3. Select the following options:

Setting Value

Visual Studio installed template§ ~ ASP.NET Web Site
Location File System — C:\Code\Lab16
Language Visual Basic

4. From theWebSitemenu choos@&dd New Item...
5. Create a new Web Form namiedgister.aspras shown below:

Add New ltem - C:\CodelLab16} 633
) =l
Templates: =
visual Studio installed templates &
=] web Form "] Master Page ] wieb User Cantrol
(] HTML Page ] Web Service 5] Class
A 5tyls Sheet ) Global Applicstion Class £ Wb Configuration Fils
=ML File 2] L Sehiema =) Text File
[ ZResource File | 5L Database & Dataset
%) Generic Handler 2 Site Map 2] Mablle Web Farm
<5 JVESCripk File 5] Report £8175eript File
B Mobile Web User Control E_;“Mnhile Weh Configuration File J.-_Hxsu File:
Sy skin Flle D Bromsst Flle ) Class Disgram
| My Templates
iy Search Online Templates. . =
& Form for wieb Applications B
Mame: Register| aspx
Language: [ visual Basic & Place code in separate file
3 [[]5elect master page

6. Repeat steps 4 and 5 above to create a form nhoggd.aspx The project should now look
similar to the one below:

Solution Explorer - CiyCodeiLablgh

= JEI = | 03 @

EJc:Code'Lab16",
| App_Data
# ] Default,aspx
+ ,j Login. aspx
+ ,j Reqgister, aspx
= web.config

7. OpenRegister.aspx
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8. Add controls to th&kegister.aspas shown below. You can add these controls ingDes
view or Source view — which ever you are more cotafile with. Make sure, however, that
the control names and properties are set accotditige code sample shown in the Source
view shown below.

Note that thel'extModeproperty for thextPassworccontrol is set togassword. This will
mask the password typed in by the user.

Reqgister.aspx

[E]-S = B

Password: "

<% Page Language="VB" AutoEvent Wreup="fal se" CodeFi| e="Regi ster.aspx.vb" Inherits="Register" %

<I DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN'
"http://ww. w3. org/ TR xht ml 1/ DTD/ xht ml 1-transi ti onal . dtd">

<htm xm ns="http://ww. w3. org/ 1999/ xhtm " >
<head runat ="server">
<title>Untitled Page</title>
</ head>
<body>
<formid="forml" runat="server">
<asp: Label |D="Label 1" runat="server" Text="User:"></asp: Label >
<asp: Text Box | D="txtUser" runat="server"></asp: Text Box>
<br />
<asp: Label |D="Label 2" runat="server" Text="Password:"></asp: Label >
<asp: Text Box | D="t xt Password" runat="server"
Text Mode="Passwor d" ></ asp: Text Box>
<br />
<br />
<asp: Button | D="cndRegi ster" runat="server" Text="Register" />
</forne
</ body>
</htm >

9. Save fileRegister.aspx
10. Create the click event of tleendRegistebutton.
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11.Place the following code in this click event. Thale will create an XML file that will store
your user database. There will be a single er&rgaal in the XML file for the user name and
password that is typed into the form.

I mports System Xm

Partial C ass Register
Inherits System Web. Ul . Page

Protected Sub cndRegi ster_dick(ByVal sender As bject, ByVal e As System Event Args) _
Handl es cndRegi ster. d i ck

Di m doc As New Xm Docunent ()

Di m Root El enent As Xnl El enent

Di m User El enent As Xnl El enent

Dim UserAttribute As Xm Attribute

Di m Decl aration As Xm Decl arati on
Decl arati on = doc. CreateXnl Decl aration("1.0", Nothing, "yes")

doc. | nsert Bef ore(Decl arati on, doc. Docunent El ement)

Root El enent = doc. Creat eEl enent (" UserList")
doc. I nsert Aft er (Root El enent, Decl arati on)

User El enent = doc. Creat eEl enent (" User")
Root El enent . AppendChi | d( User El enent)

User Attribute = doc.CreateAttribute("UserlD")
User Attri bute. Val ue = txtUser. Text
User El enent . Set Attri but eNode(User Attri bute)

User Attribute = doc. CreateAttribute("Password")
User Attri bute. Val ue = txtPassword. Text
User El enent . Set Attri but eNode(User Attri bute)

doc. Save("c:\UserList.xm")
Response. Redi rect ("~/ 1 ogi n. aspx")

End Sub
End d ass

12.Save and closRegister.aspx

13.OpenLogin.aspx

14.Add controls to thé.ogin.aspxas shown below. You can add these controls ingDegsew
or Source view — which ever you are more comfogatith. Make sure, however, that the
control names and properties are set accordingeteade sample shown in the Source view
shown below.

Login.aspx*

Frser I |”

Bassword! "
fbiStatus]
He gister
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<% Page Language="VB" Aut oEvent Wreup="fal se" CodeFi| e="Logi n. aspx.vb" I|nherits="Login" %

<! DCCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN'
"http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht M 1-transi ti onal . dtd">

<htm xm ns="http://ww. w3. org/ 1999/ xhtm " >
<head runat ="server">
<title>Untitled Page</title>
</ head>
<body>
<formid="fornml" runat="server">
<asp: Label |D="Label 1" runat="server" Text="User |ID:"></asp: Label >
<asp: Text Box | D="txtUser" runat="server"></asp: Text Box>
<br />
<asp: Label |D="Label 2" runat="server" Text="Password:"></asp: Label >
<asp: Text Box | D="t xt Password" runat="server" TextMde="Password"></asp: Text Box>

<br />
<asp: Label |D="Ibl Status" runat="server"></asp: Label >
<br />
<asp: Li nkButton I D="I nkRegi ster" runat="server"
Post BackUr | ="~/ r egi st er. aspx" >Regi st er </ asp: Li nkBut t on>
<br />
<br />
<asp: Button | D="cndLogi n" runat="server" Text="Login" />
</form
</ body>
</htm >

15. Create the click event on tieendLoginbutton.

16. Add the following code to the click event. Thisdeowill open theJserList.xmlfile created
in theRegister.aspand verify the user and password against the saoeered by the user
into theLogin.aspxscreen.

I mports System xm

Partial Cass Login
I nherits System Web. Ul . Page

Protected Sub cmdLogi n_Cd i ck(ByVal sender As Object, ByVal e As System Event Args) _
Handl es cndLogi n. dick

Di m doc As New Xm Docunent ()
doc. Load("c:\UserList.xm")

Di m El enent As Xnl El enent

For Each El enent | n doc. Docunent El enent . Chi | dNodes
If Elenent. GetAttribute("UserlD') = txtUser.Text And _
El ement . Get Attri bute("Password") = txtPassword. Text Then

For msAut henti cati on. Redi r ect Fr onLogi nPage(t xt User. Text, Fal se)
El se
I bl Status. Text = "Invalid Login"
End I f
Next
End Sub
End d ass

17.Save and closkogin.aspx

18. OpenDefault.aspx

19.Place d.abel control on the form.
20.Create thé®age_Loackvent.
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21.Add the following code to thBage_Loacevent. This code will place the user login name i
the text once the user is logged in to the web site

Protected Sub Page_Load(ByVal sender As Object, ByVal e As System Event Args) Handl es Me. Load
Label 1. Text = "Wl cone: " & User.ldentity. Nane
End Sub

22.Save and closPefault.aspx

23.0pen thawveb.confidfile.

24.Edit theweb.configas shown below. These changes should be pladkd ahd of the file
before the closing/configuration> element.

The authentication node setting is changeldaiomsfrom Windows This change is
necessary because we do not want to use authemtitased upon the Windows accounts
on the web server. We want the authenticatiorotoecfrom the XML file created in the lab.

Along with the Forms authentication, we will ad@ tbginUrl attribute to thédormselement
to point to thdogin.aspxpage. This pointer is important and will be usdten users request
a page before they are authenticated.

The<authorization>element will need to be added to deny all anonysnmers from
accessing the site. This element will make the sitsbrequire a successful login.

The<location path="register.aspx”>section is added to make sure that anonymous users
can get to theegister.aspypage. This way, the user can navigate tadlgester.aspxo

register on the web site. Thallow users="*"> is used here to signify that any anonymous
user can get to this page

Note: the text below is case sensitive.

<aut henti cati on node="Forns">
<forns | oginUrl ="1ogi n. aspx"></forms>
</ aut henti cati on>
<aut hori zati on>
<deny users="?" [>
</ aut hori zati on>
</ system web>

<l ocation path="regi ster.aspx">
<syst em web>
<aut hori zati on>
</ aut hori zati on>
</ syst em web>
</l ocation>
</ confi guration>

25. Save and close tiveeb.configfile.
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26. Set the start page on the web site by right-cliglan the project and choosiRgoperty
Pages

4 Build web Site

2 A
Ei q Publish Weh Site
Ely
[Z] A 2 Add Mew Ttem...
o
% ¥ :5]  Add Existing Ttem...

4 MNew Folder

Properties Add ASP.RET Folder » 1 x
C:\Code Add Reference... -
®z: (A
T Add web Reference. .
as.';:, Views Class Diagram
@ Copy Web Site...
Palicy Fi
Start Options. ..
Use dyr| (€ View in Browser
Browse With, ..
#] Refresh Falder
& Cut

Property Pages

27.SelectStart Options, thenSpecific page; then type Default.aspX in the box.

C:lCodelLab1 6 Property Pages 2IX

References
Build
Accessiility
Start Options
MSBuld Options

[ DeFauk.aspx Ed

Working dectory;

O start URL:

(O Don't open a page, Walt for a request from an external application,

(&) Use default Web server [CINTLM Authertication
) Use custom server
Debuggers
[“]asp.NET [Inative code [J5QL Server

28.Click OK to set this option.

29.Run the application.

30. You will be brought to th&ogin page.

31.Since you don't have an account, click on Registerlink.

32.Enter your first name and a password into the fana then click th&®egisterbutton. Your
first name and password will now be stored inlilserlist.xmlfile. You will then be
redirected back to thHeogin page.

33.Enter your first name and password into lthggin.aspxform and click thé_ogin button.

34.You will now be taken talefault.aspxsince you have successfully logged in.
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* Untitled Page - Windows Internet Explorer

<]

: File Edt Yew Favorites Tools Help

W |@untut\edPaga [_| Dol

- !g httpifflocalhost: 1913, % || 43 || X

Welcome: rick
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